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Tém tit: Su phat trién cua cong ngh¢ thong tin da dat ra nhu cAu nhin nhan lai
cac quy dinh vé thira ké. Bén canh di chiic van ban va di chuc miéng dugc ghi nhan
trong B luat Dan sy ndm 2015, di chuc s6 mé ra co hoi vé tiét kiém chi phi, bdo mat
va dic biét pht hop véi tai san s6 nhu tai san ao hay tai san ma hoa. Dua trén nguyén
tic twong duong chirc ning, kinh nghiém quéc té va cic chuan an ninh, két hop mé hinh
hoa kiém chimg, bai viét d& xuat mé hinh di chuc s6 an toan dya trén ha tang khoa cong
khai va chia sé bi mat, dap ung yéu cAu bao mat, toan ven, xac thuc va chéng chdi bo.
Tir d6, kién nghi hoan thién khung phap 1y dé hudng t6i kha nang cong nhan di chuc s6
¢ Viét Nam trong tuong lai.

Tur khéa: Hinh thic di chac; di chic sd; chuyén ddi sd.

Abstract: The development of information technology has raised the need to re-
examine the provisions on inheritance. Alongside written and oral wills recognized in
the 2015 Civil Code, digital wills open up opportunities for cost savings, security, and
are particularly suitable for digital assets such as virtual or crypto assets. Based on the
principle of functional equivalence, international experience, and security standards,
combined with verification modeling, the article proposes a secure digital will model
based on public key infrastructure and secret sharing, satisfying requirements for
confidentiality, integrity, authentication, and non-repudiation. Then, it makes
recommendations to improve the legal framework towards the recognition of digital
wills in Vietnam in the future.

Keywords: Form of will; digital will; digital transformation.
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Pit van dé

Di chiic 1a mot ché dinh phap luat c6 dién, vén gan lién véi cac hinh thic di chic
béng van ban va di chuc miéng, hién dang boc 10 nhiéu han ché: thu tuc cong chung,
chtng thuc, rang budc vé mit dia 1y, cac loai tai san, va nguy co tiét 16 théng tin nhay
cam trudc thdi diém mé thira ké. Khac véi di chic dién tir 1a di chuc dugce 1ap, luu trit



hodc chimg thyc bang phuong tién dién tir, thay thé vin ban gidy thi di chac sé duoc
bdo mat toan dién, xay dung trén nén tang mat ma hoc, bao dam an toan tur khau 1ap, luu
trit dén cong bd y chi dinh doat tai san cta ngudi dé lai di san hoan toan trén tang sb
hoa, hira hen khic phuc nhimng bét cap nay. Bai viét sir dung phuong phéap phan tich
phap luat, so sanh kinh nghiém qudc té, van dung Iy thuyét bao mat thong tin theo chuin
quéc té, dong thoi khai thac két qua mé hinh hoa va kiém chimg bang B6 cong cu kiém
chung tu dong cac giao thirc bao mat trén Internet (Automated Validation of Internet
Security Protocols and Applications - AVISPA). Trén co s& do, bai viét s& mo ta mot
mo6 hinh di chuc sé an toan vé mit k¥ thuit, ddng thoi dé xuat khung phép 1y phu hop
dé trién khai tai Viét Nam nham dap Gng yéu cau ctia ky nguyén sb ciing nhu da dang
hinh thirc cua di chuc cho nguoi 13p di chic.

1. Co sé ciia van dé cong nhan gia tri phap 1y cia di chic s6

1.1. Co so phap ludt

Hi¢u luc cua di chuc dugc quy dinh tai Bo luat Dan sy nam 2015 (BLDS nam
2015), dya trén ba nguyén tic co ban: (i) Nguoi lap di chiic minh man, sang sudt trong
khi lap di chuic; khong bi ltra dbi, de doa, cuong ¢ép; (i1) No1 dung di chtic khong vi pham
diéu cAm cua luat, khong trai dao dirc xa hoi; (iii) Hinh thirc cta di chiic khong trai quy
dinh cua luat.

Trong bdi canh giao dich dién tir, 1y thuyét “twong duong chirc ning” (functional
equivalence)[1] dong vai trd nén tang, cho phép cac hinh thirc dién tr dugc cong nhan
c6 gia tri phap 1y twong duong voi hinh thirc truyén thong néu ching dap tng day du
cac tiéu chi vé xac thuc, toan ven va kha nang luu trir 1au dai. Theo quy dinh tai Diéu
119 BLDS nam 2015 thi giao dich dan sy thong qua phuong tién dién tor dudi hinh thirc
thong diép dit liéu theo quy dinh ctia phap luat vé giao dich dién tir duoc coi 1a giao dich
bang van ban. Nguyén tic nay di duoc ap dung trong Luat Giao dich dién tir cia nhiéu
quéc gia va 1a co so 1y ludn quan trong dé xem xét cong nhan di chuc sb. Dong thoi, bat
ky mo hinh di chtc nao ciing phai bao dam nguyén tic bao vé quyén thira ké va tén
trong tuyét ddi ¥ chi ctia ngudi dé lai di san. Béi vi di chic 1a su thé hién y chi ca nhan
nham chuyén tai san riéng cia minh cho ngudi khac sau khi chét. Do d6, viéc da dang
céc hinh thirc di chuc s& dap tmg nhu cau riéng ciia c4 nhan ph hgp véi mong mudn,
s¢ thich, hoan canh cua minh. Hién nay, BLDS nam 2015 quy dinh cac hinh thtrc di
chuc bﬁng van ban va di chic miéng duogc can nhéc dya trén cac yéu t& nhu don gian,
tiét kiém chi phi; bdo dam di chic khong that lac va gitt bi mat; hd tro ngudi khong am
hiéu phép luat hodc khong thé tu viét; bao dam y chi that ctia nguoi 1ap di chuc, tranh
gia mao va trong tinh hudng khan cap.

Tuy nhién, cling véi su thay d6i nhanh chong ctia doi sng x4 hoi, nhan thirc phap
luat ting, cong nghé sb va Internet da phu song rong khap ca nuéc[2] thi nhu cau ghi
nhan di chic theo hinh thirc méi nhu di chic sé vé6i loai tai san sb theo quy dinh cia
Luat Cong nghiép cong nghé s6 nim 2025 can duoc xem xét va ghi nhan, dé phap luat
ludn di trude va chi dong didu chinh cac van dé phat sinh trong doi sdng xa hoi.
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1.2. Khung Iy thuyét bio mt théng tin

T goc do k¥ thuat, cac yéu cAu bao mat ciia mot hé théng di chuc s6 can duoc
danh gia dua trén cac chuan qudc té, dic biét 1a khung bao mat ITU-T X.800[3] va tiéu
chuan quan 1y an toan thong tin ISO/IEC 27001[4]. Khung bao mat ITU-T X.800 cung
cAp mot cach tiép can toan dién, xuyén sudt trong viéc bao dam an ninh mang, bao quat
tir ha tang, dich vu dén tng dung. N6 cho phép phat hién, du doan va khic phuc céac 16
hong bao mat thong qua viéc phan tach thanh cac thanh phan kién tric riéng biét, tir d6
hd trg ca viéc thiét ké giai phap méi 1an danh gia hé thong hién c6. Trong khi do,
ISO/IEC 27001 13 hé thong tiéu chuin qudc té vé quan 1y an toan thong tin, tip trung
vao viéc thiét 1ap, trién khai, van hanh, giam sat va cai tién lién tuc hé thong quan 1y an
ninh théng tin (ISMS). Viéc 4p dung ISO/IEC 27001 gitp to chirc/doanh nghiép xéc
dinh r0 rang céac loai thong tin, rai ro va mbi de doa, déng thoi dua ra cac co ché kiém
soat va quy trinh dé giam thiéu rai ro, phit hop véi moi quy mé va linh vuc kinh té. Sy
két hop giita ITU-T X.800 va ISO/IEC 27001 tao nén mot nén tang chuan muyc, vira
mang tinh k¥ thudt, vira mang tinh quan tri, bdo ddm cho hé théng di chuc sb dat duoc
muc dd bao mat toan dién.

1.3. Cdc thanh phan ky thudt chinh ciia hé thong di chiic sé

Diffie va Hellman[5] da gi6i thiéu mot khai niém mang tinh cach mang vé mat
ma khoa cong khai (public key cryptography), dong thoi dé xuit mot phwong phéap trao
d6i khoa méi cho phép hai nguoi dung c6 thé trao ddi khoa mot cach an toan, tir d6 co
thé str dung khoa ndy cho cac qua trinh mi hoa sau d6. Trén nén tang cta Diffie va
Hellman thi Rivest, Shamir va Adleman[6] ciing da gidi thiéu mot thuat toan RSA - la
hé mat ma bat doi xung thuc tién dau tién. Pac diém caa hé théng nay la st dung mot
thuat toan mat ma c6 hai khoa: khoa riéng tu va khoa cong khai[7]. Trong diéu kién binh
thuong, khoa riéng tu duoc nguoi dung bao vé nghiém ngat. Tuy nhién, néu khoa bi mat
hodc bi huy, thi dit liéu ma hoa s& khong thé khoi phuc lai. B¢ giai quyét nhuoc diém
nay, hé thong ky gui khoa (The key escrow system) da dugc dé xuat. Pay 1a mot hé
théng phuc hoi khoa cho phép bén thr ba c6 quyén truy cap vao khoa dé giai ma trong
nhing trudng hop nhét dinh[8]. Bén canh d6, hé thong chia sé bi mat (secret sharing) 13
mot giai phap thay thé khac dé phan phdi mot bi mat cho mot nhom nguoi tham gia,
trong d6 mdi ngudi s& duoc phan mot phan cua bi mat (shadow). Bi mat nay chi co thé
duogc khoi phuc khi du s6 luong cac phan (shares) dugc két hop 1ai[9].

Noi dung k¥ thuat ciia hé théng di chic s6 duoc xdy dung dua trén cic nén tang
mat ma hoc sau:

Chir ky s6

Bang cach st dung cac thuat toan mat ma, chit ky s s& cung cip kha ning xac
thuc thong diép va khong thé chdi bo. Chir ki s& bao dam rang thong diép 1a xac thuc
va khong bi thay ddi trong qua trinh truyén tai. Ngoai ra, nguoi ky s& khong thé phu
nhan viéc di ky vao thong diép, tir d6 mang lai 1y do hop 1y dé ngudi nhén tin rang chit
ky ho nhan dugc thuc su duogc tao bai diing ngudi da khai bao. Mdi ngudi dung sé hitu
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mot khoa riéng va mot khoa cong khai twong ting. Nguoi ky st dung khoa riéng ctia
minh dé ky vao mot thong diép. Khi nhan duoc chit ky, ngudi nhan sir dung khoa cong
khai ciia nguoi ky dé xac minh tinh hop 18 cia chit ky d6. Hién nay, da c6 rat nhiéu thuat
toan chir ky duoc dé xuat, chang han nhu RSA (Rivest, Shamir, va Adleman)[10] va
ElGamal[11]. Tinh bao mat cta cac thuit toan ndy dua trén gia dinh vé do cua mot sb
bai toan toan hoc: chir ky RSA an toan dua trén bai toan phan tich sé nguyén, con chir
ky ELGamal dya trén bai toan logarit rdi rac trong module 16n.

Thudt toan ma hoa/giai ma

Trong mat mi truyén thong, ma hoa 1a qua trinh bién dbi thong tin (hay 1a
plaintext) thanh dang da dugc ma hoa (goi 1a ban ma - ciphertext) sao cho nhiing nguoi
khong c6 kién thire dic biét, thuong 1a khoa, s& khong thé doc duoc. Cac bén tham gia
giao tiép can chia sé truéc mot khoa bi mat chung, sau do sir dung n6 cho ca qua trinh
ma hoa vin ban goc va giai ma vin ban ma[12]. Hién nay 1a su pho bién ctia mat ma
khoéa cong khai. Hé théng nay st dung hai khoéa riéng biét, mot khoa bi mat va mdt khoa
cong khai. Cip khoa nay dugc lién két v6i nhau bang cac thuat toan toan hoc. Ngudi
gri s& ma hoa thong diép bang khoa cong khai ctia ngudi nhan, sau d6 truyén ban ma
dén nguoi nhan. Khi nhan dugc thong tin da ma hoéa, ngudi nhan céd thé gidi ma ban ma
bang khoa bi mat ciia minh[13]. Mat ma khoa cong khai da duoc nghién ctru rong rii,
va nhiéu hé mat khoa cong khai da duoc dé xuét, chéng han nhu thuat toan RSA, hé ma
héa ElGamal va cac hé mat ma duwa trén nhan dang (IBE - Identity-Based
Encryption)[14].

Ma hoa co xac thuc

Dé khic phuc nhirng han ché cua cac mé hinh trude do, Araki va cong sy da dua
khai niém “chuyén d6i chir ky”[15] vao thuc tién va dé xuit mot so dd chir ky c6 kha
nang chuyén doi v6i pham vi xac minh han ché. Tuy nhién, qua trinh chuyén di chir ky
d0oi hoi phai c¢6 su hd tro tir chinh ngudi ky, diéu ndy c6 thé khong kha thi néu ngudi ky
khong san sang hop tac. Dé cai thién co ché chuyén ddi va dat hiéu nang tdt hon, Wu va
Hsu[16] da dé xuat mot so d6 ma hoa xac thue c6 thé chuyén doi (CAE - Convertible
Authenticated Encryption), trong d6 qua trinh chuyén dbi chit ky tré nén don gian va cé
thé duoc thuc hién hoan toan boi nguoi nhan ma khong can thém nd luc tinh toan nao.

Ké tir 6, nhiéu bién thé ciia md hinh ma hoa cé xéac thuc tu chiing nhan (self-
certified CAE) da duoc dé xuét, chrfmg han nhu ma hoa c6 xéac thuc voi khoa cong khai
tu chimg nhan (self-certified public key CAE[17]), ma héa c6 xac thuc Uy quyén tu
chting nhan (self-certified proxy CAE[18]), va so d6 ma hoa da xac thuc co thé chuyén
d6i (convertible multi-authenticated encryption scheme[19]), cho phép ap dung trong
nhiéu bdi canh tng dung khéac nhau.

Chitng thw s6

Trong cac hé mat ma khoa cong khai, mdi nguoi dung déu c6 thé gia mao thanh
mot ngudi diung vo danh khac bing cach st dung mot khoa cong khai hop 16 nhung
khong chinh xac. Nghia 13, mot ngudi c¢6 thé mao danh ngudi khac va giri khoa gia dén


https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn10
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn11
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn12
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn13
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn14
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn15
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn16
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn17
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn18
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn19

cho nguoi khac. Dé ting cudng muc d6 an toan, c6 thé duy tri mot thu muc dong cong
khai chira cac khoa cong khai. Viéc duy tri thu muc nay phai do mét td chire hodc thuc
thé dang tin cdy chiu trach nhiém. Dinh ky, cac thuc thé d6 s& cong b toan bo thu muc
hodc cap nhat thu muc. Cach tiép can nay ro rang an toan hon viéc cong bd khoéa cong
khai c4 nhan, nhung van ton tai 16 hong, chang han nhu viéc ké tin cong c6 thé can thiép
vao hd so do co quan quan 1y luu giit. Do d6, co quan quan 1y phai thuc hién viée kiém
soat chit ché hon d6i voi viéc phan phdi khoa cong khai tir thu myc. Dé 1iy dugc khoa
cong khai ctia mot ngudi, ngudi ding phai yéu cau co quan quan 1y cung cap khoa cong
khai ciia moi ngudi khac. Diéu nay co6 thé dan dén tic nghén trong co ché trén. Vi vay,
khai niém chting chi da duoc dé xuat dé giai quyét van dé nay. Mot ching chi 1a mot tai
liéu dién tur chira khoa cong khai cia nguoi dung va dugc ky bdi khoa bi mat ciia mdt
t6 chirc chimg thuc dang tin cdy (Certificate Authority - CA). Nho ching chi, mdi nguoi
ding c6 thé trao doi khoéa ma khong can lién hé truc tiép vdi co quan khoa cong khai,
gidng nhu viéc khoa d6 duoc 1ay truc tiép tir chinh nguoi s hitu.

Mot ngudi dung c6 thé ding ky nhiéu chimg thu s6 tir CA khac nhau, nhung danh
tinh ctia mdi ngudi dung phai 12 duy nhat trong pham vi timg mién CA. Trong ha tang
khoa cong khai (Public Key Infrastructure - PKI), chimg thu s6 duoc sir dung dé xac
minh rﬁng mot khoa cong khai cu thé thudc vé mot ca nhan nhat dinh. V& mit chirc
ning, né twong duong véi cac gidy to dinh danh ca nhan (chang han nhu cin cude cong
dan, ho chiéu) trong méi trudng mang. X.509[20] 14 mot tiéu chuan duoc sir dung rong
rii dé dinh nghia ciu trac chimg thu s6. N6 duge ban hanh lan dau vao nim 1988 nhu
mot phén ctia tiéu chuan ITU X.500 vé dich vu thu muc, sau d6 dugc stra doi dé giai
quyét cac van dé& lién quan dén bao mat va da tré thanh tidu chuan phd bién cho dinh
dang chimg thu khoa cong khai. Hién nay, chtng thu X.509 duoc sir dung trong hau hét
cac ung dung bao mat mang[21].

Cdc so do chia sé bi mdt

Trong thyc t&, mot sé thong tin riéng tu va quan trong can dugc bao vé tuyét dbi
khoi viéc bi tiét 16. Cac phuong phap ma hoa truyén théng khong phu hop dé dong thoi
dat dugc ca muic d6 bao mat cao va tinh kha dung. Viéc ting do tin cay bang cach luu
nhiéu ban sao s& lam giam murc d¢ bao mat, vi tao ra nhiéu co hoi hon cho ké tin cong,
nghia 13 ¢6 nhiéu kha ning hon dé mét ban sao roi vao tay ké x4u[22]. Tinh kha dung
c6 thé duogc giai quyét bang cach phan phdi sy tin ciy cho nhiéu co quan hoidc cic bén
khéac nhau. Khi d6, viéc chia sé cac bi mat gilta cac bén cling tré nén can thiét.

Hién nay, cac so d6 chia sé bi mat dugc st dung trong nhiéu giao thirc va g
dung mat ma, chéng han nhu: Tinh toan da bén an toan, kiém so4t truy cap, tién dién tu,
bau ctr dién tu.

Hé thong giir khéa

Thong thudng, thong tin ¢ ma héa chi c6 thé duoc doc bai ngudi nhan du kién,
vi khoa s& khong dugc tiét 16 cho bat ky ai khic ngoai ngudi gii va ngudi nhan. Tuy
nhién, hé thng giir khoa ciing ¢ thé duoc xem 1a mot ri ro bao mat, vi nguoi dung da
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trao quyén truy cp thong tin cho dai 1y giit khoa (escrow agent). Thém vao do, co ché
nay cé thé bi loi dung dé thuc hién céc hoat dong trai phap luat nham xam pham trat tu
cong cong. Micali 1a ngudi dau tién dé xuat hé théng gitr khoa[23] dé giai quyét van dé
tién thoai ludng nan khi nguoi ding muén hoat dong trong vong bi mat, trong khi nguoi
giam sat lai mudn ting kha ning kiém soat. Ong da ap dung hé mat ma bat d6i xtimg dé
trién khai y tudng giit khoa. Nguoi dung s& khong thiy dugc su khac biét co ban nao
trong qua trinh sir dung. Chi khi xdy ra cc tinh hudng dat biét, co quan nha nudc c6
tham quyén méi dugc phép gidm sat cac ndi dung cua nguoi dung. Nham gidi han céac
ngoai 1é nay, Chinh phit Hoa Ky di cong bd co ché Clipper Chip vao nam 1993, con
duogc goi 1a hé thong giit khoa. Sau d6, Chinh phii phé duyét du luat vé ky giri khoa va
ban hanh Tiéu chuin M4 hoa ky gtri (Escrowed Encryption Standard - EES), 1a mét tiéu
chuan khong bat budc danh cho cac théng tin nhay cam nhung khong bi mat[24].

AVISPA

Vi su phat trién rong khép cua Internet va cac dich vu dua trén mang, ) luong
va quy mo cua cac giao thirc bao mat méi dang ngay cang vugt xa kha nang phan tich
va kiém tra thil cong ctia con ngudi. Do d6, viéc co nhitng cong cu hd trg phan tich chit
ché cac giao thirc bao mat 14 rat quan trong dé nham phat hién ra cac 16 hong hodc ching
minh tinh ding dan cia cac giao thirc 6. Nhiing cong cu nay can phai tu dong hoa hoan
toan, khong dinh kién, manh mé&, c6 kha nang biéu dat cao va dé sir dung. Su ra doi cua
cong cu AVISPA[25] duoc dé xuét nham cung cép mot bo cong cu dé xay dung va phan
tich cac m6 hinh hinh thirc ctia giao thirc bao mat, phuc vu viéc xac minh ty dong cho
cac giao thirc va ing dung nhay cam vé bao mat Internet. AVISPA 1a mot cong cu dang
push-button, str dung mot ngdn nglt mo ta giao thirc chinh thirc 1a ngén ngir mo ta giao
thirc & mirc cao (High Level Protocol Specification Language - HLPSL) dé mo ta céac
giao thirc bao mat va cac thude tinh bao mat mong mudn. Mot dic ta HLPSL duoc
chuyén ddi thanh mot dic ta ¢ mirc théip hon. Qua trinh nay dugc thuc hién tu dong boi
bo chuyén doi hlpsl2if, tao ra mdt ddc ta dudi dang dinh dang trung gian (Intermediate
Format- IF). Dic ta IF sau d6 duoc xir Iy boi cac bo kiém tra mé hinh (model-checkers)
nham phan tich xem li¢u cdc muyc ti€u an ninh c6 bi vi pham hay khong, va n6 co thé
dugc cac hé thong xir 1y phia sau (back-ends) ctia cong cu AVISPA doc truc tiép. Cac
back-end nay duogc st dung dé kiém chung su pha v& giao thic, cling nhu thyc hién
kiém tra c6 gi6i han va khong gidi han.

Co bdn cong cu kiém tra (verification back-ends) khac nhau dugc sir dung dé
phan tich dic ta IF, bao gdm: OFMC - Trinh kiém tra mé hinh On-the-Fly (On-the-Fly
Model-Checker), CL-AtSe - B tim kiém tan cong dua trén logic rang budc (Constraint
Logic-based Attack Searcher), SATMC - Trinh kiém tra mé hinh dia trén SAT (SAT-
based Model Checker), TA4SP - Phan tich giao thirc bao mat dya trén ty dong hinh cay
v6i cac phép xap xi tu dong (Tree Automata based on Automatic Approximations for
the Analysis of Security Protocols).

2. M6 hinh hé théng di chiic s6 an toan


https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn23
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn24
https://lapphap.vn/pages/tintuc/printpage.aspx?tintucID=212190#_ftn25

2.1. Khéai quat md hinh

M3 hinh di chuc s6 duoc thiét ké nham dap tng ddng thoi hai nhom yéu cau: (i)
Yéu ciu phap ly vé tinh x4c thuc, toan ven, bao vé y chi cudi cung cua nguoi lap di
chuc; va (i) Yéu cau k¥ thuat vé bao mat, kha nang kiém chimg va chéng lai cac hinh
thire tAn cong mang. C6t 151 ctiia mé hinh 13 viéc tng dung PKI va co ché chia sé bi mat
dé bao vé ndi dung di chuc ngay ca khi luu trit hodc truyén tai qua mdi truong mang.

Diém dang cha y 1 mo hinh nay khong chi sao chép quy trinh 1ap di chuc truyén
thdng sang hinh thirc dién tir, ma con bo sung co ché bao vé nhiéu 16p, trong d6 quyén
truy cdp va giai mi duoc phan tan cho nhiéu bén, giam thiéu rui ro gian 1an hodc lam
dung quyén han. Pay 1a cach tiép can phii hop véi nguyén tic “niém tin dugc thiét ké”
(trust by design)[26], noi niém tin khong chi dya vao con ngudi va phap luat, ma con
dugc bao dam boi cu trac cong nghé.

2.2. Cac bén tham gia

Mo hinh gém sau nhom chu thé tham gia véi vai tro va trach nhiém rd rang, gom
Co quan quan Iy hé thong (System authority-SA), ngudi 1ap di chuc, ngudi quan 1y di
san, ngan hang luu trir di chac, Toa an va nguoi thira ké.

- Co quan quan 1y hé thong

SA dong vai tro trung tam, chi chiu trach nhi¢ém tao ra cac tham sb hé théng, ham
mat ma va cdp khoa riéng/cong khai cho tirng thanh vién tham gia. Khoa cong khai cua
ngudi tham gia dugce xac dinh boi sy phdi hop gilta SA va nguoi d6, trong khi khoa
riéng duoc gitr bi mat va chi do ngudi tham gia tu chon - SA khong duoc biét. Vai tro
nay tuong tu “co quan cong ching s6” trong linh vuc di chuc dién tir, nhung c6 thém
nang luc ki thuat dé bao dam an toan thong tin. Sau giai doan khoi tao, SA khong tham
gia vao qua trinh thuc thi hé thong, tir d6 giup giam chi phi trién khai.

- Ngwoi lap di chuc

La ngudi dé lai di chuc, ¢6 hiéu luc khi ho qua doi. Nguoi 1ap di chic ¢6 quyén
(i) Chi dinh nguoi thira ké; truat quyén huong di san ctia ngudi thira ké; (i) Phan dinh
phan di san cho timg nguoi thira ké; (iii) Danh mot phan tai san trong khdi di san dé di
tang, thd cung; (iv) Giao nghia vu cho ngudi thira ké; (v) Chi dinh nguoi giir di chic,
ngudi quan 1y di san, nguoi phan chia di san. Nguoi 1ap di chiic ¢6 thé sira ddi, bd sung,
thay thé, huy bo di chiic da 1ap vao bat cr lac nao. Truong hop nguoi 1ap di chuc bd
sung di chuc thi di chac d3 1ap va phan bd sung c¢6 hiéu luc phap luat nhu nhau; néu mot
phan cia di chiic da lap va phan bo sung mau thuin nhau thi chi phan bo sung c6 hi¢u
luc phap luat[27].

- Nguwoi quan ly di san

V& nguyén tic, ngudi 1ap di chic c6 thé yéu ciu t6 chirc hanh nghé cong ching
luu gitr hodc guri nguoi khac gilr ban di chiic. Nguoi gitt ban di chic c6 nghia vu giit bi
mat ndi dung di chuc; giit gin, bao quan ban di chiic; néu ban di chic bi thét lac, hu hai
thi phai bao ngay cho nguoi 14p di chuc[28]. Tuy nhién, trong mé hinh dugc dé xuit,
ngudi d6 phai thudng xuyén kiém tra khoa cong khai ctia nhirng ngudi thu huéng tir SA
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hoic tir thu muc khoa cong khai, va théng bao cho ngudi 14p di chuc néu c6 ai thay ddi
khoéa. Khi nguoi 1ap di chuc qua doi, ngudi do s€ thong bao cho tirng ngudi trong danh
sach thy hudng va cho ngan hang luu trir di chuc. Ngoai ra, ngudi do con dugce phép
cong bd di chiic va ndp hd so tai co quan nha nude co tham quyén dé xin gidy ching tir
cua nguoi lap di chuc.

- Ngdn hang luu trie di chuc

Ngan hang luu trit di chic 13 mét to chire - ¢6 thé 1 ngan hang thuong mai hodc
mot t6 chirc chuyén thyuc hién nghia vy ty thic chuyén dam nhan vai trd ngudi duoc iy
thac cho nhiéu loai quy tin thic va quan 1y tai san. Ngudi ndy chiu trach nhiém chinh
trong viéc luu gilr an toan ban di chiic da ma hoa, danh sach nguoi thy huong da ma hoa
va mot s6 thong tin lién quan. Viéc lya chon ngin hang xuat phat tir yéu t6 tin cdy vé co
s& ha tang luu trit va quy trinh bao mat, twong ty nhu “két sit phap 1y” trong mé hinh
truyén thong.

- Toa an

Trong ca hé thong luat Common law va Civil law, Toa 4n 14 co quan trung tim
dé giai quyét tranh chép, va nhin chung moi ngudi déu c6 quyén dua yéu ciu ciia minh
ra trudc toa. Trong hé théng duoc dé xuat, vai trd nay chinh 1a trong tai. Khi nhan dugc
yéu cau tir ngan hang, dua trén tham quyén va trach nhiém cta Toa 4n, ngudi nay sé giai
mi khoa bi mat cua di chuc di ma hoa bang khoa riéng ctia minh va cong bd khoa do.
Nhu vay, Toa an 1 co quan cudi cting xac minh diéu kién coéng bd di chiic va thue hién
giai ma thay thé néu can, bao dam quy trinh tuan thii phap ludt va bao vé quyén loi cac
bén.

- Ngueoi thiva ké

Nguoi thira ké 13 c4 nhan phai 13 ngudi con sdng vao thoi diém mo thira ké hodc
sinh ra va con song sau thoi diém md thira ké nhung da thanh thai truée khi nguoi dé lai
di san chét[29]. Nhu vay, nguoi thira ké c6 thé 1a ca nhan hodc phap nhan dugc nhan tai
san hodc cac quyén loi khac tir mot di chic. Khi nhan duoc thong bao tir nguoi quan 1y
di san, mdi nguoi thira ké phai ching minh danh tinh ctia minh v&i ngan hang dé xéac
nhan rﬁng ho thuc sy nam trong danh sach hudng di san thura ké. Luu v réng, nguoi thira
ké c6 thé khong biét minh c6 tén trong danh sach cho dén khi nhan dugc thong béo tir
ngudi quan 1y di san. Trong mé hinh ndy, quyén tiép cin ndi dung di chic cia ho chi
dugc kich hoat khi dap tmg day du diéu kién phap 1y. Viéc phan tach vai trd nay thé hién
nguyén tic phan quyén trong bao mat thong tin, han ché tdi da rii ro thao tung hoic gia
mao di chtc.

2.3. Quy trinh van hanh

Quy trinh van hanh duoc thiét ké thanh nam giai doan tuan tu, bao dam su kiém
soat chit ché & mdi budc:

- Giai doan khoi tao

O giai doan nay, SA phat hanh va quan 1y ching thu sb cho tit ca cac bén, thiét
1ap co ché chia sé bi mat dé phan tach khoa giai ma thanh nhiéu phan va luu gii tai cac
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bén khac nhau. Py 13 budc nén ting nhim bao dam rang khong bén nio ¢ thé ty y truy
cap ndi dung di chuc.

- Giai dogn lap di chuc

Nguoi 1ap di chiic soan thao nodi dung, ky sé dé xac nhan danh tinh va y chi, sau
d6 ma hoa bang khoa d6i xing. Khoa nay tiép tuc dugec mi hoa bing khoa cong khai
clia cac bén lién quan va phan chia theo co ché secret sharing. Viéc nay bao dam tinh
toan ven va bao mat ngay tur khi di chiic duogc tao ra, loai boé nguy co chinh stra ngoai y
mudn.

- Giai dogn lvu giir di chuc

Ban di chic mi hoa ciing thong tin vé cac phan khoa dugc Iuu trit tai Ngan hang
Iwu gitr. Co ché kiém tra dinh ky gitp phat hién sém moi ddu hiéu xdm nhap hodc thay
d6i dir liéu. Binh dién phap 1y & ddy 13 bao dam “niém tin lién tuc” (continuous trust)
vao tinh nguyén ven cua di chuc.

- Giai doan céng bé di chiic

Khi c¢6 gidy ching tir hop phap, hé thong kich hoat quy trinh thu thap cic phan
khoa tir cac bén iy quyén. Sau khi khéi phuc khéa giai ma, ndi dung di chiic duoc cong
bb dudi su giam sat ciia Toa an, bao dam vira tuan thu quy dinh phap luat, vira dap tng
yéu cau bao mat.

- Giai dogn xdc minh/giai trinh

Néu mot hodc nhiéu phén khoa bi mat hodc bi tir chdi cung cép, Toa an ap dung
co ché du phong dé giai ma. Quy dinh nay bao vé quyén loi ctia ngudi thu hudng, tranh
truong hop di chuc hop 18 khong thé thuc hién vi su ¢d ki thuat hodc hanh vi can tro.

2.4. Cdc tinh huong dic biét

M3 hinh ciing du liéu céc tinh hudng c6 thé phat sinh trong qua trinh luu giir, nhu
thay doi khoa cong khai, diéu chinh danh sach nguoi thira ké, stra doi, b6 sung di chiic
hoic thay d6i, huy khoa bi mat. Mdi trudng hop déu doi hoi tai thiét 1ap hodc phan phdi
lai khoa kém theo quy trinh xac minh phép 1y va k¥ thuat, nham bao d¢am thong tin trong
hé théng ludn phu hop véi ¥ chi ciia ngudi 1ap di chiic. V& mit phap 1y, moi thay ddi
phai dugc chimg thuc va ghi nhan trong ho so dién tir dé bao dam gié tri ching ctr khi
xay ra tranh chap. Diéu nay thé hién tinh linh hoat ctia mé hinh: c¢6 thé thich tng véi
thuc té nhung van duy tri dugc tinh bdo mat va doé tin cay.

3. Phan tich bao mit va kha ning trién khai

3.1. Phén tich bio mdt theo chudn quéc té

Viéc danh gia mo hinh di chuc sb can dua trén cac chuan bao mat qudc té, trong
d6 khung tham chiéu ITU-T X.800 13 co s& quan trong dé phan tich toan dién bén thudce
tinh then chét:

- Tinh bao mat: M6 hinh bao dam rang chi cac chi thé dugc Gy quyén va dap ung
diéu kién phap 1y méi c6 quyén truy cap ndi dung di chuc. Viéc két hop ma hoa d6i
xtng, mi hoa bat ddi xtmg va chia sé bi mat gitip loai bé kha ning truy cip trai phép



ngay ca khi dir liéu bi danh cép tir noi luu trir. Day 1a yéu td dic biét quan trong véi di
chuc, boi ndi dung cua nd thuong chira thong tin tai san nhay cam.

- Toan ven dir liéu: Co ché ky sb bao dam moi thay doi trong ndi dung di chiic
déu c6 thé bi phat hién. Ngay ca khi ké tin cong can thiép vao ban ma hoa, hé thdng van
s& tir chdi giai md néu chir ky s6 khong khép. Diéu nay tuwong duong véi viée niém
phong vat 1y trong di chiic truyén thong, nhung an toan hon vi c6 thé kiém ching bang
thuat toan.

- Tinh xac thuc: St dung ching thu s6 do co quan ching thuc tin cy cip, mo
hinh bao dam danh tinh ctia ngudi 1ap di chuc va cac bén tham gia dugc xac minh chinh
xac. Pay 1a diéu kién tién quyét dé di chuc s6 c6 gi tri phap 1y twong duwong véi di chiic
c6 cdng ching, chimg thyc truyén thong.

- Chdng chdi bo: Khi nguoi 1ap di chuc ky s, hanh vi nay duoc luu trit ciing dau
thoi gian va ching thu sd, tao bang ching khong thé phii nhan vé viéc ho di 1ap di chuc.
biéu nay dac biét hiru ich khi c6 tranh chép, boi chirng cur dién tir dugc tao ra ¢d gia tri
chirmng minh manh mé trudce toa.

Ngoai ra, mo6 hinh con dugc thiét ké dé chéng lai cac dang tan cong phé bién:

- Gid mao: Ching thu sb va xac thuc hai 16p ngan chan viéc mao danh.

- Phét lai: Cac ban ghi giao dich kém dau thoi gian va ma dinh danh duy nhat loai
bo kha nang sur dung lai thong diép cil.

- Xen giita: M3 hoa dau - cudi va co ché trao d6i khoa an toan giup vo hiéu hoa
nguy co bi can thiép trong qua trinh truyén di lidu.

3.2. Két qua kiém chirng AVISPA

Pé kiém chimg tinh an toan ctia mé hinh, cong cu AVISPA dugc sir dung. Pay
13 mot nén tang kiém tra bao mat dya trén mo hinh hinh thirc, cho phép mé phong va
danh gia kha nang chong chiu cta giao thirc trudc cic tan cong da biét.

Quy trinh mo phong bat dau bang viéc chuyén ddi cac bude giao tiép trong mo
hinh di chiic s6 sang ngdn ngit dic ta HLPSL. Sau do, cac kich ban tin cong gia dinh
nhu gid mao, phat lai, xen gitra dugc thiét lap. AVISPA thuc hi¢n kiém tra b%mg nhiéu
back-end, trong 46 OFMC (On-the-Fly Model Checker) va CL-AtSe (Constraint-Logic-
based Attack Searcher) cho két qua “SAFE”, nghia 1 khong phat hién 16 hong bao mat
d6i v6i cac dang tan cong di mo phong. Piém dang chi ¥ 1a két qua kiém chimg khong
chi x4c nhan mé hinh dat chuin an toan, ma con minh ching kha ning tng dung thuc
tién, vi AVISPA 1a cong cu duoc gidi nghién ciru va cong nghiép tin ciy trén toan cau.

3.3. Khd ndng trién khai mé hinh

V& mit ha tﬁng ky thuat, Viét Nam da xay dung ha téng khoéa cong khai quéc gia
(National PKI) va hé thong cac t6 chirc cung cép dich vu chimg thuc chit ky sb cong
cong duoc cap phép. Pay 1a nén tang quan trong dé trién khai mo hinh di chiic s6 ma
khong can dau tu lai tir dau. Bén canh d6, nhiéu ngan hang thuong mai 16n tai Viét Nam
d3 dat chuan ISO/IEC 27001 vé quan 1y an toan thong tin, di ning lwc déng vai trd ngan
hang lwu giit trong mé hinh. V& phia co quan tu phép, hé thong Toa 4n nhan din cac cip



dang timg budc ap dung s6 hoa hd so va ing dung cong nghé trong xét xir, cho thdy kha
nang tiép nhan quy trinh giai ma va cong b di chuc sb 13 hoan toan kha thi.

Tuy nhién, dé trién khai thanh cong, can dong bo hoa ba yéu td: (i) Bo sung quy
dinh phap 1y cong nhan di chiic sd; (ii) Xay dung quy trinh nghiép vu chuan cho cac bén
tham gia; (iii) T6 chuc dao tao, nang cao ning lyc van hanh va bao mat thong tin cho
can bg, cong chirc va cac don vi luu gitr.

4. Khoang trong phap ly tai Viét Nam

BLDS nam 2015 va Luat Cong ching nam 2024 chua c6 quy dinh cong nhan
hinh thtrc di chic s6. Du Luat Giao dich dién tir ndm 2005 va nim 2023 da thira nhan
gia tri phap 1y ciia thong diép dit liéu trong giao dich dan sy, nhung diéu nay chua duoc
dan chiéu hay ap dung cu thé vao ché dinh thira ké. Luat Cong ching nam 2024 ciling
duy tri yéu cau lap di chuc phai thyc hién bang vin ban gidy véi su ching nhan truc tiép
ctia cong ching vién hodc ngudi c6 tham quyén. Quy trinh ndy mic dinh rang viéc lap,
ky va luu giit di chic phai dién ra trong moi truong vat 1y, khong tinh dén kha ning xéac
1ap va luu trir bang phuong tién dién ti.

C6 ba nhoém rao can phéap 1y chinh khién di chuc sé chua thé trién khai & Viét
Nam:

- Yéu cau vin ban gidy: BLDS ndm 2015 va Luat Cong ching nam 2024 déu gin
diéu kién hiéu luc cta di chuc voi hinh thire vin ban gidy, khién di chuc sé khong dap
g tiéu chi hinh thirc ngay tir dau.

- Thiéu quy dinh vé dinh danh dién tir trong 1ap di chiic: Luat Giao dich dién tur
va cac van ban lién quan chua dua ra co ché dinh danh dién tir chuyén biét cho giao dich
1ap di chuc, din dén kho khin khi xac thyc danh tinh va ¥ chi ciia nguoi lap di chic.

- Gia tri chung ¢t cua tai licu s6: BO luat T6 tung dan sy nam 2015 chua quy dinh
1o vé gia tri chung minh cia di chuc duoc lap va luu trir dién tir, dac biét 1a khi can so
sanh voi ban gdc hodc kiém ching tinh toan ven.

Nhitng rao can nay cho thiy khoang trong giita cong nghé va phap luit, dong thoi
phan anh sy can thiét phai diéu chinh cac quy dinh hién hanh dé dap ung thuc tién sb
hoa.

5. Pé xuit khung phap ly cho di chiic sb

5.1. Nguyén tic xdy dung

Thir nhdt, nguyén tdc bao mdt - todn ven - xdc thye - chong chéi bo.

Day 1a “bén try cot” cua bao mat thong tin theo chuan qudc té (ITU-T X.800,
ISO/IEC 27001). Néu khong ni luat hoa ré rang, di chic s6 s& thiéu nén tang dé chong
lai rui ro tAn cong mang hodc tranh chép vé tinh x4c thuc. Vi du, & mot sb quéc gia da
cdng nhan di chiic dién tir, phan 16n tranh chip xuét phat tir nghi ngd vé danh tinh hozc
viéc chinh stra tai li¢u. Do do, khung phap 1y cua Viét Nam phai quy dinh 1o rang: di
chuc s6 chi ¢6 hiéu lyc khi dugce tao 1ap, luu trit va cong bd theo quy trinh bao dam du
bbn yéu t6 nay.

Thir hai, nguyén tdc tén trong ¥ chi cd nhédn va quyén thira ké.



Phép luat vé thira ké, du ¢ dang truyén théng hay sé hoa, déu phai xuit phat tir
viéc bao v¢ ¥ chi tu do ctia nguoi 1ap di chiac. Pac biét voi di chic s6, cac co ché ky
thuat (nhu ma hoa, phan tan khoa) phai dugc thiét ké sao cho ngudi 1ap di chiic ¢6 thé
thay doi hodc hity bo di chuc bat ky lic nao, twong tu cac quyén di dugec BLDS nim
2015 ghi nhan. Diéu nay gitp bao dam nguyén tic binh ding giira hinh thirc s6 va hinh
thirc truyén thong, tranh tinh trang “k§ thuat 1an at phap 1y”.

5.2. Mjt s6 dé xudt

- M6t la, dinh nghia “di chiic 6 trong BLDS nam 20135.

Viéc bd sung dinh nghia “di chuc s6” 1a nén tang dé giai quyét khoang tréng phap
ly. Néu chi dung khai ni€ém “di chuc dién tu” thi s€ bo sot yéu tb kién trac bao mat, von
1a c6t 16 cua digital will. Dinh nghia nay can thé hién hai ndi dung: (i) Phuong thirc 1ap,
Iwru trit va cong bd hoan toan bang dién tir; (ii) Tuan thu cac chuin bao mat qudc té nham
bao vé ¥ chi va thong tin tai san. Piéu nay ciing gitp phan dinh rd véi di chiic dién tir
chi dimg ¢ muc thay thé giay to.

- Hai la, quy dinh vé co quan chimg thiee s6 va leu giie di chiic.

Mot trong nhirng diém yéu cua di chiic truyén thong 1 phy thudc vao cong chimg
vién hoac nguoi lam ching, von co thé bi mua chudc hodc sai sot. Trong di chuc s,
chtrc niang ndy nén duge giao cho co quan ching thuc s - twong duong “cong ching
vién dién ti” - c6 quyén cip chimg thu sb va xac thuc danh tinh qua cic phuong thirc
manh (biometrics, eID qudc gia). V& luu giit, nén giao cho ngan hang, t6 chirc tai chinh
hodc trung tim dir liéu dat chuan bao mat qudc té (ISO/IEC 27001). Piéu nay vira tan
dung ha téng san co, vira bao dam ning luc bao mat, twong ty md hinh cua Canada va
bang Nevada (MyY).

- Ba la, quy trinh xdc nhdn, luu gitt, cong bo.

Quy trinh nay nén dugc luat hoa thanh céc budc ro rang:

Xac nhan: Ngudi 1ap ky sd bang ching thu sé hop 18, gan dau thoi gian
(timestamp) dé chdng sira d6i va tranh chap vé thoi diém 1ap di chuc.

Luu giit: Luu ban ma hoéa cua di chuc cing cac phan khéa dugce phan chia cho
céc bén uy quyén; dinh ky kiém tra tinh toan ven dir liéu.

Cong bd: Khi cé gidy chimg tir hop phép, thu thap cac phan khoa dé giai ma va
cong bd dudi su giam sat cua Toa an, bao dam ca tinh hop phap va hop 1& vé k§ thuat.

- Bén la, co ché gidi quyét tranh chdp va gidi ma thay thé.

Diém méi ctia di chic s6 1 kha nang dy phong gidi ma néu mot hodc nhiéu bén
giit khoa khong hop tac hodc bi mét dir liéu. Toa an nén c6 tham quyén kich hoat co ché
nay, str dung ban sao khoa luu trit an toan hodc co ché khoi phuc bang mat ma ngudng
(threshold cryptography). Bong thoi, can quy dinh rd gia tri ching ctr caa log hé thong,
dau thoi gian, va ching thu s6 dé ching c6 thé duoc chap nhan nhu chimg ct dién tir
hop phap.

Diém manh cua dé xuat ndy 1a tin dung ha tang PKI qudc gia va hé théng ngan
hang ma von d ton tai va dat chudn bao mat dé giam chi phi trién khai. Tuy nhién, thach



thirc 16n nhit s& 13 thay doi nhan thirc phap 1y va ddo tao nhéan sy c6 kha ning van hanh,
giam sat mé hinh di chic sd.

Két luin

Su bung nd cia cong ngh¢ thong tin, dac biét 1a PKI va cac chuin bao mat quéc
té, dang md& ra kha nang hién thuc héa moé hinh di chuc sb tai Viét Nam. BLDS nim
2015 va Luat Cong chung nam 2024 chua cong nhan hinh thic 1ap va luu gitr di chiic
hoan toan dién tir, ddng thoi chua cé quy dinh vé dinh danh dién tir, tiéu chuan bao mat
va gia tri chtng ctr cua di chiic sd. Khoang trong nay dong nghia véi viéc, du cong nghé
d3 sdn sang, di chic sb van “dng ngoai cudc choi” cua ché dinh thira ké./.
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